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Tackle Computer Crime


As the rapid advancement of technology, computer becomes less costly and more powerful. With the help of computer, we can now process our works faster and easier than the past decades.

However, this advancement could be a double-edge sword. It also creates a new series of crimes such as hacking, virus, computer forgery, etc. Because of copying, distributing resources become easier and convenient, therefore intellectual property offence widely occurs in cyberspace.


Sometimes, it is tough to determine right or wrong.


I am going to tell you the history of hacker, case story of hacking, and discuss the measures.

Origin of hacker


“Unauthorized access to computer system” is always called hacking. Most people think they are cyber-thieves, break the security systems and steal data and money.


However the essence is not like that. The term “hacker” seems to have been first adopted as a badge in the 1960s by the hacker culture surrounding TMRC and the MIT AI Lab.[1] MIT first used the term “hacker”: “someone who applies ingenuity to create a clever result, called a “hack”. The essence of a “hack” is that it is done quickly, and is usually inelegant. It accomplishes the desired goal without changing the design of the system it is embedded in. Despite often being at odds with the design of the larger system, a hack is generally quite clever and effective.”[2]

“Hacker is one who enjoys the intellectual challenge of creatively overcoming or circumventing limitations.”[1] So in the 1960s and 1970s, to be a computer hacker was to wear a badge of honor. It singled one out as an intellectually restless soul compelled to stay awake for forty hours at a stretch in order to refine a program until it could be refined no more. It signified a dedication to computers that was construed as fanatical by outsides but was a matter of course to the hackers themselves. The hackers from the Massachusetts Institute of Technology in particular adhered to what has been called the Hacker Ethic, which Steven Levy described in his 1984 book Hackers as a code of conduct that championed free sharing of information and demanded that hackers never harm the data they found. [3][4]

Hackers built the Internet. Hackers made the UNIX operating system what it is today. Hackers run Usenet. Hackers make the World Wide Web work. [5]

Have you heard the word “Cracker”? It is not the thing you are now eating…… In the 1980s, There was another group of people who loudly call themselves hackers, but aren't. These were people who break security on a system and phreaking the phone system. To distinguish between these two types of hackers. Real hackers call these people “crackers” and want to do nothing with them. [5][6]

Unfortunately, many journalists and writers have misused “hacker” to describe crackers. With help from the press, hackers were no longer seen as benign explorers but malicious intruders. This irritates real hackers no end. [3][5]

 Anyway, one thing for sure, the basic difference is this: hackers build things, crackers break them. [5] Cracker is neither ethical, nor legal.

Case Story


11 August, 2003, The Internet Storm Center detected a new worm. That night, antivirus and computer security organizations issued warnings about the new worm “Blaster” and instructed users to clean and patch affected windows systems and block the communications ports that were used by the worm to spread.


The worm, W32.Blaster exploits a known vulnerability, "Buffer Overrun in RPC Interface Could Allow Code Execution (MS03-026 DCOM/RPC Hole) (823980) ", infects the remote computer and spreads out. This buffer overrun in a Windows interface that handles the remote procedure call (RPC) protocol, was acknowledged by Microsoft in a security bulletin posted at July 16 2003. However, many users lacked computer security knowledge, rarely updated the patches. And Also IT managers had left the computers unpatched, cause over 1.2 million computers got infected during the first week.


According to HKCERT, after infected an executable file "msblast.exe" will be download to %WinDir%\system32 folder and run in the computer. The worm will continuously scan (by random IP) and attack the vulnerable systems (Windows NT 4, Windows 2000 and Windows XP) in the Internet through TCP port 135 to spread itself. The worm also creates a registry key in the system so it can be loaded on every reboot. The anti-virus organization also found that starting from 16th August 2003, infected computers would launch a distributed denial-of-service attack to Microsoft's WindowsUpdate.com website.


At last, the suspect, Jeffrey Lee Parson was arrested by FBI in two weeks. he has been charged on one count of intentionally causing or attempting to cause damage to a computer. He faced a maximum of 10 years in prison and a $250,000 fine if convicted. 


On the other hand, just two days after Blaster had been found, a modified version of Blaster – Welchia was detected. Dramatically, although it exploits the vulnerability as same as the Blaster, but it would delete the W32.Blaster worm and download the appropriate DCOM RPC vulnerability patch to stop further infection. And after Jan 1, 2004 the worm will delete itself.


It seems that the modified version, Welchia was created by an ethical hacker, because Welchia will download the patch and fix the vulnerability. But, it is not that simple. Actually, it will make a TFTP backdoor, so the computer can be accessed anytime.

Preventive Measures

Instead of tracing the crimes, I strongly prefer prevention. Prevention is better than cure. However in my experience, many basic users don’t do these.

An information security survey was done in Dec, 2003. It shows that many surveyed companies (89.9%) had deployed various levels of security technologies to protect their computers and information. The four most popular security measures were “Anti-virus software” (81.2%), “Password” (53.1%), “Physical security” (44.5%) and “Firewall” (44.5%). However, there were still 10% of the surveyed companies did not use ANY security measures.[1]

The followings are some of my recommended measures:

· Anti-virus program : These programs can prevent not just virus, also prevent Trojan horses, worms and malicious scripts, which may create backdoors and make your data got stolen. It monitors your computer’s running processes, and compares the processes/files with its virus pattern database. Once it finds out the suspected processes/files, it can perform clean up function. However, if you have installed the anti-virus program, that is not enough. You must update your virus pattern database frequently, otherwise you cannot fight against new created virus.[2]

· Firewall : There are two types for target of use, Office Firewall and Personal Firewall. Office Firewall always integrates with router, you can place it in front of your office network. With appropriate configuration, your company network can prevent from worms, Denial of Service (DoS), unauthorized access from outside; some firewalls may have VPN function, called VPN Firewall. They can provide VPN tunneling to secure the connection …… But mis-configuration like DMZ, port mapping setups, can expose you to risk.
At home, I suggest you also install a personal firewall. Some of them are free, but performs well. They usually have “Program Control” function (like ZoneAlarm [3]), you can specify which program can access to internet, and which program cannot.

· Update system periodically : Thousands of bugs hide in your Windows. The above Case Story is just one out of millions. CodeRed is another worms that exploits the vulnerability to spread. You should keep your system update to date, so you can avoid most of the worm attacks.

· Wireless security : “Plug-and-Play”, it sounds attractive. Once turning on the access point, it is already available to serve the client. Well, you know, if it works, you will never try to modify the settings! The factory default settings always allow Open Authentication and no WEP key, makes it convenient for you, and all hackers around you![4] Like NetStumbler [5], it is an 802.11b spectrum analyzer, you can scan the surrounding access point with signal quality displayed. Originally, it is a site survey tool, but you can use it as a hacker tool if you intend to do that. 
Even if you have set the WEP key encryption, you still have chance to be hacked. A program called “WEPCrack”[6]. When having enough captured encrypted data, your WEP key can also be cracked. But, better than nothing.

· The weakest link – human: Without a careful study of the risks associated with the current technology, they may misconfigure or even turn off security programs. That will open a backdoor to intruders and make the firewall and antivirus program useless.[4] Careless also is a problem of human beings. Do not open suspected files; Do not reveal your password, encryption key and other security configurations to the third party. When in doubt, change these settings and password. 

· Education : It is the most important part of prevention. The above measures just can prevent computer crime, prevent you to be a victim; Education is needed to decrease the tendency of crime. People should be rule by law, but high degree of autonomy is more important. That is what I am talking about – Ethics.

Conclusion


The case story tells us, even through you don’t have intention to attack others’ computers, but if you didn’t “prepare for rainy days”, you will assist computer crimes. “Hacker” this word is also being misunderstood. “Hacker” was an honor in 1960s to 1970s, they built Internet; They believed “information is born to be free”, and they launched the GNU Project. [1]

But now because of perception of journalist, generally we use the word “hacker” to describe computer criminal, who breaks into computer systems and damage to computer data. To tackle computer crime, prevention is more important than punishment; education is a part of prevention, especially we should know everyone should be respected. And we have the responsibility to maintain the harmony of the cyberspace.
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